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(54) SECRECY PROTECTION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To protect the secrecy of 
ciphered data in a medium by deciphering data 
deciphering keys from medium ID read from the medium, 
permission information and its own device ID and 

deciphering ciphered data which is read from the medium r^y^iap^ 
through the use of the keys. 

SOLUTION: Permission information 22 obtained by 
cipherring data cipherring key 6 by an individual key 
which is generated from medium ID 21 read from the 
medium 1 and its own device ID 4 by an individual key 
generating means 5 is generated and written in the 
medium at the time of writing data. A ciphering means 8 
also writes ciphering data 23 obtained by ciphering data 
by the data ciphering key 6 in the medium. Then, at the 
time of reading data, the individual key is generated by 
the individual key generating means 9 from medium ID 21 
read from the medium 1 and its own device ID 4, a 
deciphering means 10 deciphers permission information 
22 which is read by the generated individual key from 
the medium 1 so as to generate the data deciphering key 11 and a deciphering means 12 
deciphers ciphering data 23 read by the generated data deciphering key 11 from the medium so 
as to generate data. 




LEGAL STATUS 

[Date of request for examination] 30.07.1999 

[Date of sending the examiner s decision of 29.07.2003 
rejection] 

[Kind of final disposal of application other than 
the examiner 1 s decision of rejection or 
application converted registration] 

[Date of final disposal for application] 

[Patent number] 

[Date of registration] 



http://www1 9Jpdl.jpo.gojp/PA1/result/detail/main/wAAAEyaW_cDA4091 3431 1 P1.h... 04/03/01 



<19)0*B4#Wf (JP) (12) £t ^ 4# ^ $g (A) 



(51) IntCl. 6 
G0 6F 12/14 

1/00 
15/00 



3 2 0 

3 7 0 
3 3 0 



#51^9-134311 

(43) 'AM B ¥JS 9 ^ (1997) 5 B 20 0 



F I 

G 0 6 F 12/14 

1/00 
15/00 



3 2 OB 

3 2 OF 

3 7 OE 

3 3 OZ 



^at^ *Wf^ ®^CD»5 OL (^ 7 H) 





i&SW -289009 


(71)ffllpA 


000005223 










(22) mum 


¥^7^(1995)11/! 7 B 




t*iS;jim;il(STfr*IlK-h/hH^4TB IS 








1^ 






(72)3ggH# 










t*^;iimJII*5TU*IlK-h^ffl'fl015#ffi 








-g±mms:£&.\*i 






(72)38SU# 


is 








#^;n»;ii^rU*MK±/hBa*ioi5»ffi 














(74)«SIA 





(54) k§w<z>£**] mmomz/XTA 



(57) [Sft] 

6o 



r-4 



7—9 

mm 




Bg*Hfc 





»»ID 



2 I 



( 2 2 



<2 3 



4 



3 



1 , 

















l^ 1 



(2) 



- 1 3 4 3 1 1 



bfcfFKiSa*3 <fc t/x~ * * SrRf -g-ffc bfc 

[§9**2] jKi*±^^-^o«*«ai-rs«*«av 

ffc I I D^^^Lfcffi&M-C^-^Pt 

^-^co^^-mu^^, J:E&fM*bR*ffiLfciJ«*:i 

119**4] ±E4(ff^##5&tfl*»<k'7 f -^*««**) 

^ir^^e^m i d t tfcr <b ^m^-r *t9** i 

[0 00 1] 
[0 0 0 2] 

[«*«>S[«] («*) #**M£« 



[0 0 0 3] 

[0 0 0 4] riif>^I^t5fcfe, 
[0 0 0 5] 

20 StrSfc«)^aS:tttM-rSo H1{-^V>T, jffiffl 

rt. »id, ffHSttrsu is£Tfm^ik7 ! -*zmz& 
tfBTIRRrtB4li(*"C*>*. 

[0 0 0 6] flSU«^#S 5 fi, £B I D 4 *5<fctMiE 
* I D 2 1 35>5>1BSU»Sr^fiK-r5fc<OT-*>6 0 Bf-SHb^ 

2 2 Sr^fig-TS t OTf 

[0 0 0 7] Vg*£ik¥&Sl&. 7 f -?&y*-?m^MG 
Xm^ik^X^Fsity*-? 2 3^«t6^tfc^ 0 

m%m%.f&^& 9 fi> giiD4ioj; i d 2 i a* 

[0 0 08] 1 0 tt\ ffMg«* 2 2 *flj3Ufl| 

x'&^isXT-fm^-mi i^tst^t?feSc «: 

^■ft^a 1 2 tt, ^{fc^-* 2 3 £x 1 1 
[0009] ftfls«riftWl-*. x-*<£>##i£^ 

D2 1 ^§#^11 D4^e>^U^«SU«-C7 f -^ 

{*l*>&K*UiLfcjfcfM D2 l tSt^lI D4^ 

S-CiSE* 1 ^ &R*tU LfcSMgfflUR 2 2 Sr«*<b Utf 
-?m^mi l£r£j*U Sffkf^l 2^:wKl 

[ooio] ^a^«»*>5»-&J^ ^a^co 



(3) 



^Pi¥9 - 1 3 4 3 1 1 



3 



I&^Mt-* 2 3fe^»|giS«2 2«rJSE#lfc:*#fct? 
[0 0 1 1 ] *fc, MlDi: U^yt^-^gig 

{fcLfcffttg««2 2*5it/»ff^bx-^ 2 3$:1*11C 
[0 0 12] 

J: r«ff*:lll**lllfcRH-r« 0 

[0013] am, *&w<D^*v-j±mfom&7f:-ro 
#«^r»'Br«4«Eff'c*>s. 20 

[0014] I D 2 1 fi, fT^"? 

If If— At?Bfft«*«^«#«or-«Oliff I D£r^£ 

[0 0 15] fFBiff«2 2fi. WJiiT*^-^ flff-grfll 6 

S:^-^B&^6"C^^kUitt<0-Cfeo-C. DESi 

[0016] f*— ^ff^TcKS 2 f± % t*— *&gH§«6 £ 
^^UT^l^S^^/ft), T*-**"^-*^ 

6 -ei»# tr i tc## d t>o-c-& 

[0 0 1 7] fl»tt£jft^ft5tt, Kt*l^?)tt*»o 

{^-^$:K*l^StiiA/-C*3ltfi, *3SSl fcOlSMfc 
[0 0 18] Bt#<k#©7tt, x-^«#«6S:fiSiJ»- so 



#ffcLW*ft^-^ 2 3 fc Ltl* 1 iC##iMffc*>-C 

[0 0 19] r-^I^«t3[j:, 7*— *ffi7G«<&3S 
It^ot, I^1^»#ID, ffFlgffi«2 2, 
f«*-*2 3 ^ri^o tg^-fk LXf ?:^t5 
t©1?*>5, fi««4«fS9, 0,12 

[0 0 2 0] flS'J«^fi8#a 9 f*. j&ft: l a* 
fcttEttl D^togil Dd^M]|lt4«t«t© 

[002 11 1^^12^ tk&Vtz7 i -*W.^m 
1 1T% JSC* l^btt^Sto^Bff^7 f -^2 3SrtS^ 

[0022] 0 2 CD (a) I*. «#«*««r*r o 

•»ID 

• ffsisa 1 - n 

• Hff^HfcT 5 — * 1 - n 

if-e«cff±ic«!ftfl]6 £ 5 fcjw* 1 Dmii^to 

T'fcot, aftliO^-^Sratf-UTfclttH-t?*)* 

isx^Jx&mtez&nmc— mz&jzvti 1 nx&> 

[0023] B2© (b) (i. wtmn&tmmiDtn 
Mfo^rt&mw-rzmwm-c&z* mix 

RMlfcJ:}^ SMI D 4 I D2 ld»t>«g>MI 

[0024] m3<D7v—^^— h\^-?\mfr\z. 

[0 0 2 5 ] g)3(C^V^T. S 1 Ji. ^^-fk-r^tT 5 - 



(4) 



#PI¥9- 1 3 4 3 1 1 



[0 0 2 6] S4fi, jK*^««rti-5 0 W±lCio-C, 
l£^b.LT£^Lfcl^{bx-* 2 3SrJ«ft:ilC*#i& 

[0 0 2 7] 14(D7o- ^-y— M^-fH!/^ 

mcmWTZo B4li, *»WoflPB«*ff*7n-^ 10 

[0 0 2 8] HUfcioV^T. S 2 l fi "r — ?'&jtM(D 
I^iID^!)Wto S22|i, MlD^lJtil 
b-f(^l* ID21ttt3 Bit. 

[0029] S2 3*i. ffiiDizxvmmm&ftf&T 

S 0 C*Vfi, S 2 1 r*fe«3 W Ifcgf I Dfci^S 2 2 
"CBt 9 tfi Lfcj&# I D£t> fcfc«iJ«*rffrti-*. S2 
4fi, WJ»Tf^-^l»*««rl»»flsUTffF«fll«f:* 20 

[0 0 3 0] S 2 5 fi, jK*fC»tti-So S 2 6 fi, =g 
-To 

[0 0 3 1 ] J£Jl±fCj:oT. ilOWJM^5^ 
«5c{B!l<0^e I D 4 3o <fc Xtmtfc 1 J&* bl5c^^o/c-^0 

ii^fflvNT-7 :f -^Pt^-ii6^p&-^>ft:UTrF^fS^2 2 £ 

[0 0 3 2] |507n- ^-y — MC^-TPJ^fC 

[0 0 3 3] 15 (31*5V>r , S 3 1 fi. #'&5tm<n 
©<0=£® I D£&9ffii-o S3 2ii. fflEfrlDSrSOm 

b-t©K# iD2i^»? m-To 

[0 0 3 4] S3 3fi, I Df-<t Vmftm&i'E&ir 40 
5 0 r*Ui. S 3 1 X'&QmirtcmW: I D:fc<fct/S 3 2 
■C* D HJ Ufclift: I D^fcirJclB^JIi^^-rSo S3 
4fi, Kfr-hOfF^if^^fflSUSIi^fflV^TS^bUT^ 



[0 0 3 5] S 3 5 Ji. aftUzOBF-IHb^— * Srx— * 

m^^ffiv^rm^bL^-^^^i-^o r*Ui, s 

3 1 T*m^-u<t 5 £1- £S@a*k&9ajLYc^ei d*$ 

ib L Tx- U r<Ox-*&£^£ffll> 

[0 0 3 6] S3 6fi, H^D«iJt6o YESOi 
^i-fi, ^TtSo NO S3 4l£M*?^9 

5Si"o UA_ttcJ;oT, HI 1 <D m*M3i&¥& 9 *Sffi7c« 
I D t , m& 1 a* fe«*ffl Lfcj&ft: I D ^ 
e>fflS'J«S:^ L, fi#{b#S 1 0 # r <50fiS'J^£ffl V * 

(rrT-fix-^Bt-^-Sie ^1^0 ££/£u «■«■ 
m ufcfff-^fb-r-^^m-^ Lt^f-^^ws r 

[0 0 3 7] 

8IID,1*ID, ^-*l*^{b»£^TI*^{bL 
fcfPlgtif IS 2 2:fc*tfie#{b? f ~* 2 3*ri£#l{c:*# 
StI DSr«FofcSBO^sta#{b-C*-5.J;5^ 

ftLhOfff^Hbx-* H 6 r £ dST* So 

[nil *&w<Dis**rJ*mf8mx-thz> 0 

[0 2] *|g^ojSE**«W"CfcS 0 

[H3] *^<oPt^b^-^^7n-^^-h-c$, 

[B5] *M07-^0^7a-ft-ht?fc 

So 

[^F^-O^] 

1 : 

2 : • 

3 : T~-*mjtmmw 

4 :gIID 

5,9: m%m±!&^& 

6 : x — ^Bt-i-ft 
7.8: Rt«fb#ft 

10. 12: ffi-g-fb^a 

1 1 : -r-^m-^tl 



(5) 



#S¥9- 13 4 3 11 



2.: 7-?ttf&j£gm 
1 



5 H fHSM'i^ 



,8 



[mi] 

L 



UttlD 

— r 



2 L 



1 



2 2 



mmtr-9 

^2 3 



3 : f- ?wmmw: 



§IS I D 



1 o 



1 1 



1 2 



[®2] 



(a) S#tfr« 






i 


at* i d 




Sf2g«« l ~ n 





(b) 



II Dl 

> 2 
' 3 



IIU3] 

c 



S 1 

S2 
S3 

S4 



START 

i 



3 



I 



I 



^ END ^ 



(6) 



- 1 3 4 3 1 1 



14] 



Q START ^ 



S2 1 



S2 2 



S23 



I D^IROail, 



I 



tst*i d zmo tat 



HI DtcJ:OeSiM 



S 2 4 



S 2 5 



1 




(7) 



- 1 3 4 3 1 1 



[051 
^ START ^ 



S3 1 



S33 



S 34 



S35 



